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Abstract

This thesis deals with the problem of identity and location privacy in the

context of Internet of Vehicles (IoV) while making road-safety into consideration.

This problematic emerged with the advent of different safety-achieving

techniques provided by IoV applications. There exist many techniques that

cope with the identity and location privacy problem but while sacrificing safety.

In our thesis, we focus on the solutions that are based on the pseudonymity

concept and many techniques related to this category were proposed. With this

said, we provide a comprehensive survey that deals with the aforementioned

problem. then, we propose three techniques that ensure high level of location

privacy while considering road-safety as an objective. The obtained results

show that road-safety can still be achieved in conjunction with location privacy

while using our techniques.

keywords: IoV, VANET, identity and location privacy, road-safety, location

tracking, pseudonym changing, silent period, transmission range changing

techniques.
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Résumé

Cette thèse traite le problème de la préservation de la vie privée de l’identité

et de l’emplacement dans le contexte de l’Internet des véhicules (IoV) tout en

prenant en compte la sécurité routière. Cette problématique est apparue avec

l’avènement de différentes techniques de sécurité fournies par les applications

IoV. Il existe de nombreuses techniques qui permettent de résoudre le problème

de la confidentialité de l’identité et de l’emplacement, mais tout en sacrifiant la

sécurité. Dans notre thèse, nous nous concentrons sur les solutions basées sur

le concept de pseudonymat et de nombreuses techniques liées à cette catégorie

ont été proposées. Cela dit, nous fournissons un état de l’art complet qui

traite du problème susmentionné. Ensuite, nous proposons trois techniques

qui garantissent un haut niveau de confidentialité de l’emplacement tout en

considérant la sécurité routière comme un objectif. Les résultats obtenus

montrent que la sécurité routière peut encore être obtenue en conjonction avec

la confidentialité de l’emplacement tout en utilisant nos techniques.

mots-clés: IoV, VANET, confidentialité de l’identité et de l’emplacement,

sécurité routière, suivi de l’emplacement, changement de pseudonyme, période

de silence, techniques de changement de portée de transmission.
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Preamble

1 General Introduction

As the world is proceeding...

1



Preamble

2 Motivation

With the exponential growth (like WAYMO 1)...

3 Problematic in a nutshell overall

The integration of semi-autonomous vehicles...
1https://waymo.com/

2
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4 Objectives & Contributions

While all of the industry...

As a result, the main contributions of this thesis are stated as follows (and

explained in the next "Thesis outline" section):

1- Location-privacy evaluation within the extreme points privacy (epp) scheme

for vanet users: gives the first contribution in kind of a privacy scheme

that takes a district in Tlemcen, Algeria as an environment for evaluating

this privacy scheme. The chapter does also provide a conceptual framework

study to demonstrate and describe the location privacy in two perspectives:

the defender and the attacker.

2- Transmission range changing effects on location privacy-preserving schemes

in the internet of vehicles: suggests and evaluates the transmission range

changing technique on two of the already proposed privacy schemes by the

literature. The motivation behind this study is that the transmission range

changing technique was not exploited before in the context of identity and

location privacy of vehicle users.

3- Whisper: A location privacy-preserving scheme using transmission range

changing for internet of vehicles: proposes a novel identity and location

privacy scheme that is built upon the technique of transmission range

changing that is tackled in its preceding chapter but this time: the

novel scheme’s protocols synchronize at the aim of exploiting the

transmission range changing technique while doing the pseudonym changes

to remarkably-rise the privacy level of vehicle users.

With this said, and as stated earlier in the examples of privacy-exploitation,

we are aiming for evaluating, studying the characteristics and providing novel

3



Preamble

solutions to the identity and location privacy in the domain of automobile but,

concurrently, taking road-safety as a main objective (without its sacrificing).

5 Thesis Outline

This thesis deals with the identity and location privacy problem and is

composed of two main parts: (a) LITERATURE REVIEW in where we give

an introduction to the stated problem accompanied with an exhausted related

work study and this is done in two chapters. While in the second part (b)

SCIENTIFIC CONTRIBUTIONS, we start by proposing solutions and giving

contributions on the same research field and this is done in three chapters. Thus,

a composition of five chapters per thesis.

The thesis begins with the LITERATURE REVIEW and is outlined as

follows:

• Chapter 1 starts by giving basic notions on vehicular networks, their

security, the privacy issues in general and the pseudonymity in particular;

that is a preface to the whole thesis.

• Chapter 2 dives into the identity and location privacy problematic where a

detailed state of the art is given with a large body of related work followed

by a novel taxonomy for the pseudonym change schemes and a comparative

table for some recent pseudonym change schemes. At the end, the chapter

gives important concepts and conclusions at the aim to provide directions

for the future privacy-preserving schemes.

Right after that preliminary entry, the thesis continues with a SCIENTIFIC

CONTRIBUTIONS part which is outlined as follows:

• Chapter 3: Location Privacy Evaluation for Trips and Home identification

in VANET (contribution 1).

4
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• Chapter 4 Transmission Range Changing Effects on IoV Users’ Location

Privacy (contribution 2).

• Chapter 5 WHISPER: a Safety-Aware and Location Privacy Scheme for

IoV (contribution 3).

Each chapter, is based on at least one scientific publication and the last

three chapters (i.e., of the SCIENTIFIC CONTRIBUTIONS part) are devoted

to bring forth identity and location privacy schemes and solutions. In light of

this, we mention at each chapter’s end the scientific publication(s) and/or the

communication paper(s) from where the chapter is built upon.

In the final stage, we give a general conclusion to the thesis as whole, a

discussion to the identity and privacy problematic and future work that this

thesis had given as insights.

In the followings, we give, in more or less, the different work phases of this

thesis in addition to its chronology: we target the privacy problematic (Identity

and Location privacy "evaluation" and "schemes") and dived -slightly- in treating

a specific security issue that is related to location data falsification (Location

abusing "detection"). An illustration in form of a diagram is shown in Figure 1

and a brief description is given below:

Noting that (a) "Ext" refers to "an extended version", (b) "Chx" to "Chapter

x", (c) "/" not included in the thesis due to the work’s irrelevance to this thesis’

exact topic or for lower importance and (d) "*" for an ongoing work(s).

Identity and Location privacy schemes

• EPP: Extreme Points Privacy for Trips and Home Identification in

Vehicular Social Networks.

5
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• Location-privacy evaluation within the extreme points privacy (epp) scheme

for vanet users. [Ext, Ch3]

• Transmission range adjustment influence on location privacy-preserving

schemes in vanets.

• Transmission range changing effects on location privacy-preserving schemes

in the internet of vehicles. [Ext, Ch4]

• Preserving the Location Privacy of Drivers Using Transmission Range

Changing Techniques in Internet of Vehicles.

• WHISPER: A Location Privacy-Preserving Scheme Using Transmission

Range Changing for Internet of Vehicles. [Ext, Ch5]

Identity and Location privacy evaluation

• Pseudonym change-based privacy-preserving schemes in vehicular ad-hoc

networks: A survey. [Ch1, Ch2]

• The Impact of the Adversary’s Eavesdropping Stations on the Location

Privacy Level in Internet of Vehicles. [/]

• Between Location protection and Overthrowing: A Contrariness

Framework Study for Smart Vehicles. [Ch3]

Location abusing detection

• Security-Aware Monitoring Approach for Location Abusing and Suspicious

Behavior in Internet of Vehicles. [/]

• SAMA: Security-Aware Monitoring Approach for Location Abusing and

UAV GPS-Spoofing attacks on Internet of Vehicles. [Ext, /]

Post-thesis work(s)

6
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Figure 1: The diagram of this thesis’ phases and chronology

• A Safety-Friendly and Road-Congestion Monitoring Location

Privacy-Preserving Scheme For IoV. [*]
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PART ONE: LITERATURE
REVIEW

Chapter I: Vehicular Networks and their
Security: A Background

Chapter II: Pseudonymity: A State of
Art and Taxonomic Study
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Chapter I:
Vehicular Networks and their Security:
A Background

“The way to get started is to quit talking and begin
doing.”

– Walt Disney

9



Vehicular Networks and their Security:A Background

1 Preface

This preliminary chapter aims at giving a start-up setup to both: the LITERATURE
REVIEW part and the thesis as whole. Starting with basic notions, we provide
an introduction to the vehicular networks technology where we spot light on two
categories: Vehicular Ad-hoc Network (VANET) and Internet of Vehicle (IoV)
with their applications and communication models. Additionally, we highlight the
implications of the technology on road-safety. Next, The chapter details the security
issues that are emerging as challenges against a successful IoV deployment. Later
on, the chapter dives deeply on the privacy issues in IoV and sheds light on the
pseudonymity solution. We give a summary on the current chapter at the last stage,
that is the summary section.

2 Initiation to Vehicular Networks

Over the past few decades, the world had witnessed a huge evolution in different
sides (e.g., the wireless communication technologies area and automobile industry), this
had let all of the government, industry and the research community to start thinking
on how to get benefit from this evolution to overcome the current world challenges [1]...

2.1 Wireless Technology: in a Glance

Wireless communications are in no more or less a new technology. Its first
appearance was in 1897 with the wireless telegraphy demonstrations done by Marconi
which was followed by a radio reception across the Atlantic Ocean in 1901 and that
was a big step towards nowadays advancement [2]...

The yearly damages caused by vehicular accidents (which is 1.3 million deaths with
$518 billion costs in the globe [3]) let the emerging of VANET to exploit the advances in
the field of wireless communications. Its main creation purpose is to reduce the overall
costs in terms of lives and in economy [4]. Moreover, the unique nature of ad-hoc
networks which allows the fast spread of information let VANET, that is extended
from MANET [5], be considered as an appropriate wireless network that is used to
solve the previous problems [6]. Figure 2...

10



Vehicular Networks and their Security:A Background

Figure 2: VANET and its relation with other networks

In the components other than vehicles we may find:

B) Cell phones (sometimes referred to pedestrians)

C) Unmanned Air Vehicle (UAV) [7, 8], a drone/Flying Ad-Hoc Network (FANET)
system that may assiste the VANET system

D) Roadside Units (RSUs), which are devices fixed right in the roadside

F) Cell towers (3/4/5/6G [9, 10] technologies provided to VANETs)

G) Different kinds of servers (location, authentication, application servers) [11]

3 Summary

In this chapter, we presented the fundamentals about vehicular networks technology:
VANET and IoV with a focus on the modus-operandi of these technologies. Another
aspect was put into light: the security issues that are threatening the successfulness
of the technology where privacy-related attacks and the pseudonymity concept were
given. In the next chapter, we see the privacy in IoV with an extensive and detailed
state of the art.

Journal and Conference Papers Related to the Chapter

Jr) Pseudonym change-based privacy-preserving schemes in vehicular
ad-hoc networks: A survey

Messaoud BABAGHAYOU, Nabila LABRAOUI, Ado Adamou ABBA ARI,
Nasreddine LAGRAA and Mohamed Amine FERRAG. "Pseudonym change-based
privacy-preserving schemes in vehicular ad-hoc networks: A survey". Journal of
Information Security and Applications, 55, (2020), 102618. (A-Rank, IF=2.327)
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Chapter II:
Pseudonymity: A State of Art and
Taxonomic Study

“Errors, like straws, upon the surface flow; He who
would search for pearls, must dive below.”

– John Dryden

12



Pseudonymity: A State of Art and Taxonomic Study

1 Preface

In this chapter, we -continuously- dive through the privacy in IoV problematic.
Initially, we give an extended and large literature review of the most recent
related work in a chronological way. This study focuses on privacy-preserving and
pseudonymous schemes which emerged during the last two decades. Following that,
the chapter provides a comprehensive comparative table of some of the aforementioned
pseudonymous schemes alongside a novel taxonomy to classify them according to a new
perspective. This chapter also draws important concepts at the aim of making a solid
base for the future pseudonym change schemes that are going to be proposed. Finally,
we give a summary on this current state-of-art-oriented chapter.

1.1 Comparison of existing strategies

Each proposed pseudonym change strategy has its own features. To better
understand them, a set of metrics has to be used. According to the research done
in [12] and the studies of some other strategies and our own observations, we present
a comparative table (Table 1) of the different strategies that emerged from 2005 until
2019 with different metrics like (a) the synchronization method (namely: Protocol,
Infrastructure or GPS), whether it (2) uses the silent period or not, (3) uses the
encryption or not, (4) the brought amount of overhead, (5) the conducted study’s
evaluation method (by simulation "S" means, analytically "A" or both "B"), (6) if
the accountability mapping is still applicable by the appropriate law authority or not
and (7) if it is LBS resistant or not (whether it deals with and takes the problem of
compromised LBSs into account or not).

13



Pseudonymity: A State of Art and Taxonomic Study

Table 1: Comparison of existing strategies according to a set of metrics
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Chapter III:
Location Privacy Evaluation for Trips
and Home identification in VANET

“Inaction breeds doubt and fear. Action breeds
confidence and courage. If you want to conquer fear, do
not sit home and think about it. Go out and get busy.”

– Dale Carnegie
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Location Privacy Evaluation for Trips and Home identification in VANET

1 Preface

This chapter is the beginning of our contributions on the field of identity and location
privacy-preservation. Those contributions are gathered in the current part that we call
the SCIENTIFIC CONTRIBUTIONS part. In what follows, we propose Extreme
Points Privacy (EPP) for Trips and Home Identification in VSNs, a privacy scheme
that exploits the nature of the end points that are common between VSN users in
order to create shared zones for anonymization purposes. EPP is evaluated using the
Anonymity Set Size (ASS) metric while we study the scheme in a small district from
Tlemcen town, Algeria. The reason behind this study, despite being the pseudonym
change strategies offering a good level of privacy, is that even by changing pseudonyms,
the vehicle could still be tracked if the adversary has a prior knowledge about the
potential start and end points of a particular driver who has social interactions (e.g.,
with neighbors) which introduces the concept of VSNs.

1.1 Definitions and Properties

In this part we explain the entities of the network with their definitions for better
comprehension:
Let the set of VSN users who belong to the district be:

Ssim(i) = {vj ∈ S : Similarity(vi, vj) = 1} (1)

The set of VSN users who are still inside the district:

Sin(i) = {vj ∈ Ssim(i) : State[vj] = ”Inside”} (2)

The set of VSN users who quitted the district:

Sout(i) = Ssim(i) − Sin(i) (3)

The set of VSN users who quitted the district for sure in the thoughts of the adversary
with a 100% of certainty:

SClearly_out(i) = {vj ∈ Sout(i) : Class[vj] = ”Y ”} (4)

by these definitions, we can formulate the adversary‚s probability metric to quantify
the privacy of VSN users. In other words: the exact probability of quitting the district
by his target which is formulated as follows:
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Location Privacy Evaluation for Trips and Home identification in VANET

Figure 3: The three scenarios: I, II and III

(a) The general map (b) The original district (c) A mix-zone

Figure 4: Additional illustrations about the map

Firstly the probability of being inside the district:

Pinside(vi) =


0 IF (Class[vi] = ”Y ”)AND(State[Vi] = ”Outside”)

|Ssim(i)|−|Sout(i)|
|Ssim(i)|−|SClearly_out(i)| Else

(5)
Finaly the probability of being outside, e.g. had probability of quitting as follows:

Poutside(vi) = 1− Pinside(vi) (6)
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Chapter IV:
Transmission Range Changing Effects on
IoV Users’ Location Privacy

“It is during our darkest moments that we must focus
to see the light.”

– Aristotle
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Transmission Range Changing Effects on IoV Users’ Location Privacy

1 Preface

In the same flow of proposing new techniques and schemes to cope with the
privacy in IoV issue, this chapter apply the mechanism of transmission range
changing/adjustment (we call it TRA) to enhance the identity and location privacy of
IoV users. From the well-known privacy in IoV issues we state: identity exposing and
location tracking. This is due to allowing vehicles to send their statuses to themselves
via beacon messages (for the good). The changing of the transmission range while
sending beacons to enhance the identity and location privacy was not exploited before
in the literature and that what gets our motivation and attention to investigate this
technique (TRA). In this chapter we see how does the level of location privacy be
affected after we apply TRA on two location privacy schemes: SLOW and CAPS. We
evaluate the two modified techniques against the achieved location privacy using a set
of metrics and (2) the network performances. We also compare the used strategies in
perspective of a set of security attacks.

1.1 Pseudo-Algorithm of TRA

The principle functioning is also explained, in kind of pseudo-algorithm, in
Algorithm 1:

Algorithm 1 Beacon Transmission Range Adjustment
1: procedure Contextual_Beaconing(beacon* bsm)
2: Prepare_Beacon(BSM);
3: if ((Trn_Rng_Is_Active) and (No_Danger)) then
4: if (Speed < 8.33) then ▷ m/s (30km/h)
5: nic.mac80211p.txPower ← 0.2;
6: else if (Speed < 13.89) then ▷ m/s (50km/h)
7: nic.mac80211p.txPower ← 0.8;
8: else if (Speed < 19.44) then ▷ m/s (70km/h)
9: nic.mac80211p.txPower ← 3.1;

10: else ▷ i.e., more than (70km/h)
11: nic.mac80211p.txPower ← 7;
12: end if
13: else ▷ i.e., using 7mw for the default 300m radius
14: nic.mac80211p.txPower ← Default_V alue;
15: end if
16: Send_Beacon(BSM);
17: end procedure
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Chapter V:
WHISPER: a Safety-Aware and Location
Privacy Scheme for IoV

“Life is the finest secret. So long as that remains, we
must all whisper.”

– Emily Dickinson
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WHISPER: a Safety-Aware and Location Privacy Scheme for IoV

Table 2: A brief comparison of SLOW, RSP, CPN and WHISPER strategies according to a
set of metrics
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More Efficiency when

SLOW [17] ✓ ✗ Low ✗
Driving in low speeds,

hence, keeping silence

RSP [31] ✓ ✗ Low ✗
Entering silence and changing

pseudonyms synchronously

CPN [23] ✗ ✓ Very high ✓
The set of vehicles

happens to be large

WHISPER [30] ✗ ✓ Medium ✓
Low transmission power

condition is satisfied

1 Preface

As a sequel to the previous chapter that proposed TRA as a helping feature
for privacy preserving schemes, in this chapter, we present WHISPER: the novel
location privacy preserving scheme that is built purely basing on the transmission
range adjustment while making the pseudonym changing in order to preserve privacy.
One of the strongest points of WHISPER is providing high levels of privacy while
still maintaining road-safety; without sacrificing safety. Thus, this chapter defines the
techniques and protocols that are used by WHISPER and evaluates the scheme against
some of the well-known privacy-preserving schemes that are: CPN [23], RSP [31]
and SLOW [17]. The evaluation takes place in a manhattan-grid model and uses
various vehicle densities with different location privacy and QoS metrics. Later on,
a comparative table is drawn to summarize characteristics of these schemes including
WHISPER.
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Conclusion

An exceed on the moving towards integrating technology means in different

life-sides is taking place in the last few decades. Without any doubt, the use of

technology had enhanced enormously the lifestyle of individuals by facilitating

much difficulties and solving a bunch of intractable problems. Using the wireless

medium and allowing vehicles to exploit it to solve the already present challenges

brought forth robust transportation systems after giving the vehicle the option

to sense its environment and sharing this vision with its neighbor vehicles mainly

at the aim of achieving dependable road-safety...
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Journal Publications

1) WHISPER: A Location Privacy-Preserving Scheme Using Transmission
Range Changing for Internet of Vehicles

25



Conference Communications

1) Between Location protection and Overthrowing: A Contrariness
Framework Study for Smart Vehicles
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Abstract

This thesis deals with the problem of identity and location privacy in the context of Internet
of Vehicles (IoV) while making road-safety into consideration. This problematic emerged
with the advent of different safety-achieving techniques provided by IoV applications. There
exist many techniques that cope with the identity and location privacy problem but while
sacrificing safety. In our thesis, we focus on the solutions that are based on the pseudonymity
concept and many techniques related to this category were proposed. With this said, we
provide a comprehensive survey that deals with the aforementioned problem. then, we propose
three techniques that ensure high level of location privacy while considering road-safety as an
objective. The obtained results show that road-safety can still be achieved in conjunction with
location privacy while using our techniques.
keywords: IoV, VANET, identity and location privacy, road-safety, location tracking,
pseudonym changing, silent period, transmission range changing techniques.

Résumé

Cette thèse traite le problème de la préservation de la vie privée de l’identité et de
l’emplacement dans le contexte de l’Internet des véhicules (IoV) tout en prenant en compte la
sécurité routière. Cette problématique est apparue avec l’avènement de différentes techniques
de sécurité fournies par les applications IoV. Il existe de nombreuses techniques qui permettent
de résoudre le problème de la confidentialité de l’identité et de l’emplacement, mais tout en
sacrifiant la sécurité. Dans notre thèse, nous nous concentrons sur les solutions basées sur le
concept de pseudonymat et de nombreuses techniques liées à cette catégorie ont été proposées.
Cela dit, nous fournissons un état de l’art complet qui traite du problème susmentionné.
Ensuite, nous proposons trois techniques qui garantissent un haut niveau de confidentialité
de l’emplacement tout en considérant la sécurité routière comme un objectif. Les résultats
obtenus montrent que la sécurité routière peut encore être obtenue en conjonction avec la
confidentialité de l’emplacement tout en utilisant nos techniques.
mots-clés: IoV, VANET, confidentialité de l’identité et de l’emplacement, sécurité routière,
suivi de l’emplacement, changement de pseudonyme, période de silence, techniques de
changement de portée de transmission.
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